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DETAILED ACTION 

1. Claims 1-27 are pending. 

Drawings 

2. The drawings (Figures 2 and 3) are objected to as failing 
to comply with 37 CFR 1.84 (u) (1) because they need to be labeled 
as 2A, 2B, 3A, 3B. Corrected drawing sheets in compliance with 
37 CFR 1.121(d), or amendment to the specification to add the 
reference character (s) in the description in compliance with 37 
CFR 1.121(b) are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing 
sheet should include all of the figures appearing on the 
immediate prior version of the sheet, even if only one figure is 
being amended. The replacement sheet (s) should be labeled 
''Replacement Sheet'' in the page header (as per 37 CFR 1.84(c)) 
so as not to obstruct any portion of the drawing figures. If the 
changes are not accepted by the examiner, the applicant will be 
notified and informed of any required corrective action in the 
next Office action. The objection to the drawings will not be 
held in abeyance. 
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Claim Objections 



3 . 



Claim 17 is objected to because of the following 



informalities : 



stegnography" should be ^'s 



teganography" , 



Appropriate correction is required. 



Claim Rejections - 35 USC § 102 



4. The following is a quotation of the appropriate paragraphs 
of 35 U.S.C. 102 that form the basis for the rejections under 
this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or 
a foreign country or in public use or on sale in this country, more' than one 
year prior to the date of application for patent in the United States. 

5. Claims 1-2, 7, 9-13 are rejected under 35 U.S.C. 102(b) as 
being anticipated by Hulme (''Cryptography" January 3, 1899) . 

As per claim 1, Hulme discloses .a method for scrambling 
data according to a map, the data being composed of a plurality 
of units of data in a particular sequence, the method 
comprising: selecting a plurality of points in a particular 
order to form the map; and scrambling the sequence of the units 
of data according to the map to form scrambled units of data 
such that the map is required lo unscramble said scrambled units 
of data, and such that said scrambled units of data are not 
readable without the map (see page 155) . 
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As per claim 2, Hulme discloses the map being manually 
created by a user (see page 155) . 

As per claim 7, Hulme discloses the units of data are 
collected into a file, such that said file is divided into a 
plurality of fragments, and such that an order for assembling 
said plurality of fragments is determined by the map (see pages 
159-163) . 

As per claim 9, Hulme discloses the file is divided into 
the plurality of fragments before the units of data are 
scrambled, such that the units of data are scrambles at least 
within each fragment (see pages 159-163) . 

As per claim 10, Hulme discloses the units of data are 
scrambled between the plurality of fragments (see pages 159-163 
where the rotation of the map is this scrambling) . 

As per claim 11, Hulme discloses a correct order of said 
plurality of fragments is determined according to the map, such 
that without the map, said plurality of fragments cannot be 
reassembled in said correct order (see pages 159-163) . 

As per claim 12, Hulme discloses the units of data are 
encrypted according to a key, said key being obtained from the 
map (see pages 159-163 where the map is the key) . 
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As per claim 13, Hulme discloses the key is a plurality of 
keys, each key being used to scramble or encrypt a portion of 
the units of data (see pages 159-163) . 

6. Claims 1-2, 6 are rejected under 35 U.S.C. 102(b) as being 
anticipated by British War Office ("Manual of Cryptography"). 

As per claim 1, British War Office discloses a method for 
scrambling data according to a map, the data being composed of a 
plurality of units of data in a particular sequence, the method 
comprising: selecting a plurality of points in a particular 
order to form the map; and scrambling the sequence of the units 
of data according to the map to form scrambled units of data 
such that the map is required lo unscramble said scrambled units 
of data, and such that said scrambled units of data are not 
readable without the map (see pages 93-94) . 

As per claim 2, British War Office discloses the map being 
manually created by a user (see pages 93-94) . 

As per claim 6, British War office discloses drawing the 
map by said user, such that points from the map are used to 
scramble the data (see pages 93-94) . 
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Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

8. Claims 3-4 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hulme as applied to claim 2 above, and further 
in view of Novaes (U.S. 6,460,068) . 

As per claim 3, Hulme fails to disclose displaying a 
fractal to the user and the user selecting points from the 
fractal to form the map. 

However, Novaes teaches choosing points from a fractal to 
form a map (see column 7 lines 36-44 where figures lOA-lOC are 
the map) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Novaes' method of 
forming a map to create the map of Hulme . 

Motivation to do so would have been to create a map from 
expansions of the fractals (see colurmi 1 lines 11-25) . 
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As per claim 4, the modified Hulme and Novaes method 
discloses the user also selects at least one of a resolution, 
the coordinates of the first navigation point for the map and 
the color bar code for the fractal (see Novaes column 7 lines 
36-44 and figures lOA-lOC where the first navigation point is 
seen in the figures) . 

9. Claim 8 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hulme as applied to claim 7 above, and 
official notice has been taken that it would have been obvious 
to one skilled in the art to divide the file into fragments 
after the units of data are scrambled. Motivation to do so 
would have been to allow the fragments to take separate paths to 
a destination. 

10. Claims 14-15 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hulme as applied to claim 13 above, and 
further in view of Menezes et al (''Handbook of Applied 
Cryptography" ) . 

As per claim 14, Hulme fails to disclose each key is used 
in sequential order to encrypt a subsequent key in the 
sequential order. 

However, Menezes et al teaches such a method (see page 497 
where K is the first key and rA is the subsequent key) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Menezes et al's 
method for key transportation with Hulme's encryption technique. 

Motivation to do so would have been to update a key (see 
page 497 (i) ) . 

As per claim 15, the modified Hulme and Menezes et al 
method discloses plurality of encrypted keys are used in said 
sequential order for communication between at least two users, 
such that a first user sends a first key to said second users 
and such that each decrypted key is used to scramble data for 
transmission between said at first two users (see Menezes page 
497) . 

11. Claims 22-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hulme and further in view of Sasich et al 
(U.S. 6,661,904) . 

As per claim 22, Hulme discloses the use of a map for 
scrambling data being operated by a user (see page 155) . 

Hulme fails to disclose this being done in a software 
module at a computational device and a server for receiving the 
scrambled data from the user computational device and a network 
connected to said server and the user computations device for 
transmitting the data. 
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However, Sasich et al teaches a computational device for 
scrambling data (see column 6 lines 2 5-29 where embedding data 
scrambles it) and a server for receiving scrambled data via a 
network (see column 14 lines 12-34) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Sasich et al's 
system with a server, a computational device, and a network 
connecting them. 

Motivation to do so would have been to electronically 
transmit data. 

As per claim 23, the modified Hulme and Sasich et al system 
discloses the software module also conceals said scrambled data 
in at least one image (see Sasich et al column 6 lines 25-29) , 
said at least one image being stored by said server (see column 
14 lines 12-34) . 

As per claim 24, the modified Hulme and Sasich et al system 
discloses the scrambles data is concealed in a plurality of 
images, and wherein each image contains both a portion of said 
scrambles data and a location of a subsequent image for 
obtaining a subsequent portion of said scrambled data (see 
column 6 lines 25-29) . 

12. Claim 5 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme and Novaes method as 
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applied to claim 3 above, and further in view of Hoffberg et al 
(U.S. 5,774,357) . 

As per claim 5, the modified Hulme and Novaes method fails 
to disclose removing colors from the fractal. 

However, Hoffberg et al discloses removing colors from an 
image (see column 74 lines 49-67) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Hoffberg et al's 
method of removing colors on the modified Hulme and Novaes 
method. 

Motivation to do so would have been to make it easier to 
extract the characters (in this case the map) (see column 74 
lines 49-67) . 

13. Claims 16-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme and Menezes et al method as 
applied to claim 15 above, and further in view of Sasich et al 
(U.S. 6,661, 904) . 

As per claim 16, the modified Hulme and Menezes et al 
method fails to disclose the plurality of encrypted keys also 
includes information about a location for storing data as well 
as at least a portion of a map for unscrambling said data, such 
that said second user sequentially locates and unscrambles said 
data according to each decrypted key. 
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However Sasich et al teaches embedding data including the 
location of the next set of data (see column 6 lines 25-29) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Sasich et al's 
method of embedding location data to define, locations for the 
sequential keys of the modified Hulme and Menezes et al method. 

Motivation to do so would have been to prevent degradation 
of the image the embedded data is being stored in (see Sasich et 
al column 6 lines 25-29) . 

As per claim 17, the modified Hulme, Menezes et al, and 
Sasich et al method discloses the scrambled units of data are 
concealed in an image by steganography (see Sasich et al column 
6 lines 25-29) . 

As per claim 18, the modified Hulme, Menezes et al, and 
Sasich et al method discloses the scrambled units of data are 
divided into a plurality of groups, and each group is concealed 
in a separate image (see Sasich et al column 6 lines 25-29) . 

As per claim 19, the modified Hulme, Menezes et al, and 
Sasich et al method discloses the separate image also contains 
information for locating another group in another image, such 
that said groups are concealed in a plurality of sequential 
images (see Sasich' et al column 6 lines 25-29) . 
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14. Claim 25 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme and Sasich et al system as 
applied to claim 24 above, and further in view of Schneier 
(''Applied Cryptography"). 

As per claim 25, the modified Hulme and Sasich et al system 
fails to disclose the server destroys said portion of said 
scrambled data after said portion of said scrambled data is 
accessed. 

However, Schneier discloses destroying data (see pages 228- 

229) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Schneier^ s method 
of destroying data in the modified system Hulme and Sasich et 
al. 

Motivation to do so would have been to keep the information 
secret . 

15. Claims 20-21 rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme, Menezes et al, and Sasich 
et al method as applied to claim 19 above, and further in view 
of Bocionek et al (U.S. 6,301,360). 

As per claim 20, the modified Hulme, Menezes et al, and 
Sasich et al method fails to disclose each image is a fractal. 
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However, Bocionek et al discloses using a fractal to embed 
data (see column 6 lines 55-67) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Bocionek et al's 
fractal as the sequential images of the modified Hulme, Menezes 
et al, and Sasich et al method. 

Motivation to do so would have been the added security of 
needing to know the parameters of the chaotic function used to 
create the fractal (see Bocionek et al column 7 lines 10-18) . 

As per claim 21, the modified Hulme, Menezes et al , Sasich 
et al, and Bocionek et al method discloses a visual appearance 
of said image is altered according to a visual effect for 
further concealing said data (see^ Sasich et al column 6 lines 
40-51) . 

16. Claim 26 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme, Sasich et al, and Schneier 
system as applied to claim 25 above, and further in view of 
Bocionek et al (U.S. 6,301,360) . 

As per claim 26, the modified Hulme, Sasich et al, and 
Schneier system fails to disclose each image is a fractal . 

However, Bocionek et al discloses using a fractal to embed 
data (see column 6 lines 55-67) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Bocionek et al's 
fractal as the sequential images of the Hulme, Sasich et al, and 
Schneier system. 

Motivation to do so would have been the added security of 
needing to know the parameters of the chaotic function used to 
create the fractal (see Bocionek et al column 7 lines 10-18) . 
17. Claim 27 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Hulme, Sasich et al, Schneier and 
Bocionek et al system as applied to claim 2 6 above, and further 
in view of Menezes et al . 

As per claim 27, the modified Hulme, Sasich et al, Schneier 
and Bocionek et al system fails to disclose a plurality of user 
computational devices, such that said server stores a plurality 
of keys, each key being assigned to a user computational device, 
and such that said sewer scrambles each key according to a key 
of another user computational device to transmit said first key 
to said other user computational device. 

However, Menezes et al teaches such a system (see pages 
546-547) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Menezes et al's - 



Application/Control Number: 09/853,717. Page 15 

Art Unit : 213 7 

system for distributing keys in the modified Hulme, Sasich et 
al, Schneier and Bocionek et al system. 

Motivation to do so would have been to efficiently 
distribute keys (see Menezes et al page 546) . 

Conclusion 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Andrew Caldwell can be 
reached on (571) 272-3868. The fax phone number for the 
organization where this application or proceeding is assigned is 
703-872-9306 . 
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Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 
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